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There is a human factor integral to the
success of cyber security. Increased
levels of threat activity have prompted the
demand for skilled workers in this relatively
new sector–so much so that the global
unemployment level for cyber security has
yet to exceed 2% (1% in Europe)1.
Historically, organizations viewed technology as the answer
to cyber security. Buying the latest antivirus software led us to
believe our precious data was protected from criminal activity.
Today’s truth is quite different. Hackers are working around
the clock to break through commercial security software and
compliance software still leaves organizations at risk. Trained
staff are required to supplement cyber security technology,
providing vital analysis and response to the data they receive.

The limited cyber skills
supply is driving up
the average salary of a cyber
security worker to a level many
companies can no longer
accommodate. The public
sector is particularly hard hit
as workers, heavily targeted by
recruiters, migrate to the betterpaid private sector.

[1] CyberEdge Group, LLC (2017). 2017 Cyberthreat Defense Report.
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The global shortage

The Big Picture Around
A Second TRITON Incident
FireEye’s recent exposure of
further TRITON operator activity
has drawn a lot of attention.
Besides actioning the TTPs we
disclosed, organizations have
asked us for further insight. Given
that the TRITON operators won’t
necessarily attack every industrial
environment, what lessons can
we learn about attackers?

LEARN MORE >
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As the service market for cyber security matures, it is
changing shape. MSSP offerings are becoming more
dynamic. Fusing security products and operational
services with frontline intelligence is now becoming

To recap, what we can take away from the latest
TRITON discovery is that virtually any critical
infrastructure organization—or other prominent ICS
operator—can benefit from anticipating attackers’
actions. We know that politically motivated actors are
interested in exploiting whatever targets they need to
for intended effect, and the TRITON incidents highlight
that their options include many industrial environments.
Organizations can protect themselves by tracking
which attackers may be incentivized to target them,
understanding those operators’ playbooks, looking
for pre-existing compromises and positioning security
controls against future intrusions.

So—returning to TRITON—what our latest discovery
says about the state of threats in general is that
nation-states are increasingly willing and able to
include complex, specialized industrial equipment and
industrial environments in their large scope of target
options for disruptive attacks, limited not by industry or
geography, but by possible effects.
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To narrow the security skills gap, organizations must
be cognizant of the risks and rewards generated by
current solutions available to them, both near and
long-term. There is no “one size fits all” solution to the
problem and as businesses navigate their way through
their options, the impact of the skills crisis worldwide is
an increasing likelihood of a successful breach. Positive
measures are undoubtedly being taken to mitigate risk,
but it will inevitably take several years of focused effort
to get the situation under control.
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Technology-based automation and emerging security
AI capabilities are another solution. AI can be used to
help inexperienced teams evaluate threats or process
large amounts of data. AI will never truly replace a
living, breathing team, but it can automate mundane,
repetitive tasks, which allows security teams to focus
their attention on strategic planning, assessment

For those looking to outsource services, managed
security service providers (MSSPs) offer an immediate
boost or fulfill the responsibilities of in-house cyber
security teams. Delivering a wide variety of services
from firewalls, intrusion detection, virtual private
networks, vulnerability scanning and antivirus services,
they are designed to reduce overall overhead while
giving you access to specialized professionals.

0

In the race to hire cyber security professionals, HR
teams need to revisit both their search criteria and
recruitment methodology. Small tweaks to strategy and
attitude can uncover a latent workforce. To hire skilled,
trained staff, recruitment processes need to become
more responsive and proactive. Organizations that
adapt more quickly are likely to have access to more
qualified candidates.

more commonplace, helping businesses get the most
out of security software while simultaneously improving
their in-house skills.

-6

Solutions exist to help
businesses of all sizes
mitigate their risk. Investment
in training is a versatile
solution, but during training,
businesses still need to be
protected from attack.

and real-time threat response and analysis to more
effectively protect organizations. AI may not be for
everyone, but for some it may prove invaluable.
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However, a large paycheck may not always
compensate for high workplace pressures.
Understaffed and underqualified security teams may
spend a disproportionate amount of time on highpriority issues and incident response, with limited time
left for planning, strategy and ongoing training. Unlike
many industries, cyber security rules of engagement
are continuously evolving. Employees must constantly
update their knowledge on new attack methods to
protect their employers, and those employers don’t
always provide this training.
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Source: Frost & Sullivan - 2017 Global Information Security Workforce Study

If the timeframe for a skilled intrusion to go
undiscovered can stretch into years, and physical
disruption is an area where nation-states might
use their best stealth tactics, then even important
discoveries such as TRITON cases may represent just
a fraction of possible disruptive attacks that threat
actors already have prepped globally, waiting for a
need to pull the trigger. Furthermore, even discovered
incidents that don’t appear to be ICS exploitation cases
could signify interest from such attackers. Nation-states
use off-the-shelf tools that blend in with “commodity”
threats, and an actor might be able to manipulate
industrial equipment without ICS-tailored payloads,
through tactics such as exploiting operator interfaces.

Our discovery of new TRITON activity underscores that
any industrial environment whose disruption would
make headlines is a possible target. Sophisticated
ICS attacks like TRITON are one of many options in a
nation-state’s disruption toolkit, which also includes
more frequently-used options such as DDoS and data
destruction. To better anticipate what ICS attackers
might consider to be their target options, we can look
at previous targets of disruptive attacks. The history of
these incidents tells us that it doesn’t so much matter
what kind of organization suffers; what attackers
value is achieving the desired effect on an intended
audience. We’ve seen disruptive attacks against banks,
news media, software repositories, electrical utilities
and many other organizations to send a message or
advance political objectives.
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Attackers seeking to perform TRITON-like attacks have
probably previously conducted successful intrusions
that have not been discovered. Since these attacks can
be so complex and impactful, well-resourced attackers
are likely to reserve some of their best stealth practices
for them. The longest intrusion dwell-times before
discovery we reported in this year’s M-Trends report
stretched over 2,000 days.
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The SIEM That Cried Wolf

INTELLIGENCE STRATEGIST’S CORNER

Why Sharing Threat
Intelligence Pays

Find the one alert that matters

Christopher Porter | Chief Intelligence Strategist, FireEye

One of the most
unpleasant surprises
any security team
can face is not an
encounter with a cyber
threat group, but a
conversation with the
C-suite to ask for an out-of-band patch.
That means bringing down some key
part of the corporate network, vital for
either operations or service delivery,
and possibly even customerfacing systems.
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CYBER
ALERTS
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INEFFECTIVE

This means that the decision is not a technical
one made by security experts, but a business
risk decision made by leaders with very different
backgrounds and weighing factors beyond the
SOC and boardroom, all of which can leave
security practitioners and executives feeling like
the decision-making process behind vulnerability
management is opaque, and the resulting patch- or
no-patch-call uncertain.
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Imagine an alarm sounding every second,
24 hours a day, 7 days a week, all year
long. That’s the reality IT security teams
around the world face with their cyber
security tools. Today’s cyber defenses
generate a cacophony of security alerts,
some of which might be useful, and
most of which are not—and telling the
difference isn’t always easy.
For more than a decade, SIEM tools have been the
mainstay of security operations teams. By aggregating
and centralizing data from across a corporate IT
enterprise, SIEM tools allow security teams to see
everything—from audit compliance to lateral attacker
movement—in a single pane of glass. In this sense,
SIEM products do the job they were designed to do.
But with their emphasis on alert centralization, legacy
SIEM tools have outgrown their usefulness. They’ve
inundated security teams with alerts, and many teams
receive more than 10,000 alerts per day 1. To handle
the volume, the majority of security teams deploy
their security tools in monitor mode, rather than
automatically blocking threats as they are detected.
Organizations must get a handle on the out-of-control
volume of trivial alerts if they want to have any hope
of providing truly effective security. They must invest
in solutions that reduce false positives and instead,
make a distinction between everyday malware and
advanced, targeted attacks.

A [2014] first-of-its-kind study of more than 1,600
real-world security deployments across 63 countries
and every major industry found that 97 percent of
systems had been breached2. The tools used in these
deployments generated a flow of alerts—tens of
thousands per day in some cases—but those alerts
couldn’t reveal which threats the tools were missing.
One of the cruel ironies in cyber security is that as
the number of alerts grows, so do the chances that
truly critical alerts will fall through the cracks. Security
teams view a new alert as a nuisance rather than a
warning. So how do security teams decide which alerts
warrant their attention? The answer isn’t as simple as it
might seem.
Signature and reputation-based defenses fail to catch
the majority of advanced attacks, and file-based

sandbox technology does not correlate interrelated
events. If a security team cannot detect these wellorchestrated attacks, they can’t filter out trivial alerts
and they can’t consolidate multiple alerts stemming
from a single threat.
Today’s advanced attacks usually play out over
multiple steps. They can also arrive in multiple flows:
disparate pieces of code are downloaded from
multiple IP addresses and as different file types. When
all the pieces are in place, they combine to form a
malicious executable file.
Many alerts fail to provide enough context to allow
security teams to understand who the attacker is, how
that attacker usually operates and what the attacker is
after. Context about both the attack and the attacker
is crucial. Without it, security teams don’t know which

assets they need to fortify and they don’t know
the full extent of a compromise.
The solution lies in a single, automated
security operations platform that centralizes
security data and infrastructure, integrating
disparate security tools to deliver complete
visibility across an environment into threats
and vulnerabilities. This type of solution allows
organizations to take control of incidents from
alert to fix. It allows them to manage cases and
investigative workflows, as well automatically
triage responses to ongoing attacks.
At the end of the day, the measure of a security
tool isn’t the volume of alerts it sends. Security
analysts need validated, context-laden alerts
that actively advance their security efforts, and
organizations need solutions that work with
their existing investments.
According to the Ponemon Institute, 29 percent
of malware alerts are investigated while 40
percent are considered false positive. On top of
this, just over a third of all organizations judge
their response rate as effective3.
DOWNLOAD THE WHITEPAPER >

[2] FireEye (May 2014). Cybersecurity’s Maginot Line: A Real-World
Assessment of the Defense-in-Depth Model.
[3] Ponemon Institute (March 18, 2016). The State of Malware Detection
and Prevention.
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The kind of front-office visibility needed to bring
systems down out-of-band can often be best
achieved in many enterprises only with media
attention that puts pressure on leadership to
keep up with the actions of their peers. However,
a study by the Vulnerability Intelligence team at
FireEye found that even specialist media focused
on computer security practitioners often does a
poor job at picking which vulnerabilities need to be
highlighted up the chain of command.

Ironically, when public interest in computer
security is high, media coverage—and therefore
momentum for tough business decisions such as
out-of-band patching—gets even more off-target.
Major spikes in media attention on cyber security
in 2014 and 2017 followed newsworthy breaches,
and slanted coverage of other cyber incidents
toward marketable, branded vulnerabilities without
raising attention to more serious but unbranded
counterparts.

The FireEye Vulnerability Intelligence team
analyzed over 4,000 vulnerability-related
news articles and found a focus on branded
vulnerabilities such as Meltdown and Spectre (CVE2017-5715, CVE-2017-5753, and CVE-5754) that
often had limited impact, were theoretical, or were
not being widely deployed.

The frustration security teams sometimes feel
highlighting these issues for senior leaders is
real, and so is the risk. While the dwell time for
undetected compromises fell again this year to a
global median of 78 days, according to the
latest M-Trends report, that still leaves a long tail
of potentially damaging operations where every
day of quicker remediation, mitigation or patching
counts.

But a lack of prominent coverage on unbranded
vulnerabilities—even if those vulnerabilities were
being exploited in the wild—put companies and
Coverage of branded unexploited vs
unbranded exploited vulnerabilities
CVE-2017-11882
CVE-2017-5638
CVE-2017-5754
CVE-2017-5715
CVE-2017-5753
Meltdown

[1] John E. Dunn (May 14, 2014). Average US business fields 10,000
security alerts per day, Damballa analysis finds.

governments at imminent risk. In the end, they
found that roughly two-thirds of media coverage
addressed vulnerabilities for which there was no
evidence of exploitation by cyber threat groups
at all, anywhere in the world. As you might have
guessed, the Vulnerability Intelligence team found
that the least amount of coverage was given to
unbranded but heavily exploited vulnerabilities
such as those affecting Apache Struts (CVE-20175638) and the equation editor component of
Microsoft Office (CVE-2017-11882).
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As your organization’s security operations
mature, be sure to build bonds for sharing threat
intelligence and best practices not just with your
peers across industry but within your organization’s
leadership team as well. Establish a regular
cadence for briefings—even if it’s just every few
weeks or once a month—where you can explain
the risks posed by some of what’s in the news
and help your non-technical leaders sort through
real risks and differentiate them from those that
are just well-marketed. If you need extra context
for what others in your industry and around the
world are experiencing with regard to a new
exploit and how the bad guys may be using it, tap
FireEye Expertise on Demand to talk to our expert
Vulnerability Intelligence analysts and incident
responders. And be ready to learn, from your
leadership, how your team’s views on risk differ
from institutional business risk decisions.
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Black Hat 2019

Meet the best minds in the industry
AUGUST 3-8, 2019, MANDALAY BAY, LAS VEGAS

Windows Enterprise Incident Response

Windows Enterprise Incident Response is an intensive two-day course
for beginner and intermediate level attendees to learn the fundamental
investigative techniques needed to respond to today’s landscape of threat
actors and intrusion scenarios

Advanced Red Teaming Techniques Malware Authoring And Repurposing

For those who want to learn more about APIs and techniques used to
perform common malicious functionality, join our four-day Advanced Red
Teaming Techniques - Malware Authoring And Repurposing course.

Malware Analysis Master Course

The Malware Analysis Master Course is a four-day training session aimed
at the more experienced malware analyst and focusing on advanced topics
related to combating malware defense mechanisms.

Cyber Security

Malware Analysis Crash Course

In contrast, the Malware Analysis Crash Course is a two-day course aimed
at beginner level attendees and will provide a rapid, practical, hands-on
introduction to the tools and methodologies used to perform malware
analysis on executables found on Windows systems.

A General Counsel’s Perspective
Benjamin Franklin said, “an ounce of
prevention is worth a pound of cure,”
and his axiom holds true especially when
it comes to the General Counsel’s role
in preparation for a cyber breach and
knowing how to respond to a crisis.
While a GC cannot and should not prepare an attack
response plan alone, they do have a critical role in
ensuring the coordination, defensibility and protection
of pre-breach planning and post-breach efforts
between all critical stakeholders including the cyber
security team, various internal groups such as Finance
and Marketing, the Executives and the Board.

One of the critical
elements to a
breach response plan is to
establish the process for
how company employees
working on data breach
preparedness and postbreach investigations
perform their tasks.

Businesses in nearly every industry or market experienced a breach last year.
Other
Energy and Utilities

Business and
Professional Services
4% 2%

High Tech and Telecom

17%

12%

Construction and
Engineering

Transportation
and Logistics
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Retail and
Hospitality

12%

8%

Government

Entertainment
and Media

Cost is also a key consideration in the broader
discussion regarding a breach. GCs must offer
guidance on how to balance the cost of breach
prevention and the impact of a breach to a company’s
brand, reputation, loss of customer and shareholder
confidence with the time, distraction, regulatory fines
and costs of lawsuits and settlements which may
follow a successful attack.
Over the past few years, we have witnessed cyber
security move from a back-office, IT challenge to a
high-profile, Board-level issue. Previous experiences
of companies whom have been victims of data
breaches and were drawn into resultant litigation and
government inquiries, have shown that simple but
powerful proactive efforts that involve a GC in your
incident response plan provide significant protection
that should not be ignored. When armed with the
right plan to prepare for a breach, GCs will have a
solid starting point to help prepare for and mitigate
the inevitable.
Just because breaches can and do happen, does
not mean the organization cannot be well prepared.

Click on the links below to learn more
• Cyber Risk Law Firm Partners - Working with
top law firms to minimize risk

5%
Healthcare

Education

Employees must be made aware of the importance
of attorney-client privilege and work product
protections which are critical to reducing risk,
unnecessary exposure and financial liability.
Preparation for an accurate and transparent
information flow is also essential following a
breach. GCs need to establish baseline sets of
communication guidelines for business critical and
urgent communications that includes what can be
communicated and how. These guidelines need to
consider how these communications might appear to
an outside party in any subsequent litigation.

5%

23%
Financial

• Two Simple Ways to Maximize Privilege and
Work Product Protections in Data Breach
Investigations
• What General Counsel Need to Do
to Prepare or a Cyber Breach

Celebrating its 22nd year, Black Hat USA 2019 will open
its doors in Las Vegas on August 3, 2019, with four days
of technical training, followed by a two-day conference.
FireEye will be present throughout the event, delivering
training courses and briefing sessions and hosting visitors
in the FireEye booth (#504) in the Business Hall.
FireEye will lead four training sessions for attendees with varying skill levels.
FireEye experts will lead these classes, built on a series of hands-on labs,
presentation notes and practical advice, and guaranteed to impart valuable
information vital to a cyber security professional’s success.

CUSTOMER PROFILES

Learning from
the frontlines
It is well documented that to help alleviate
the skills gap within the cyber security sector,
learning from companies across various
industries is vital to build knowledge and assist in
the mapping of commonalities to provide better
protection for other businesses.
Learning from the frontline is something that is critical to all of
us in the industry, assisting with the cycle of innovation within
cyber security as well as increasing awareness of practices and
processes that have proven successful, and how those change
over time in order to continually adapt and defend against
security breaches.
With the skills gap affecting the amount of time staff have
available to attend networking events and access this information,
FireEye is bringing it directly to you, with different case studies
featured every quarter. Through sharing information, we can all
learn and when we all learn, we can provide increasingly stronger
defense systems to protect our data.

Paging All Windows Geeks – Finding Evil
in Windows 10 Compressed Memory

Briefing sessions at Black Hat will present cutting-edge research on
information security risks and trends. Our international team of security
experts will share their latest findings, open-source tools and zero
day exploits. Paging All Windows Geeks – Finding Evil in Windows 10
Compressed Memory is a briefing session delivered by the FireEye FLARE
team that will focus on the undocumented structures and algorithms
involved in the memory compression implementation in Windows 10.
REGISTER NOW >

Lindsay Automotive Group

Email threat intelligence brings peace of mind to Lindsay
Automotive Group
Prior to being a FireEye customer when a single email
brought down every department, workstation and endpoint
at Lindsay Automotive Group, the team were struggling to
get the business back online. Following a recommendation
to contact FireEye, immediate action was taken to locate the
source of the problem and remedy the situation.
DOWNLOAD >

One Source Communications

One Source Communications delivers “big league benefits”
to SMEs with FireEye
Recognizing that small and midsize enterprises are facing
the same threats as larger corporations, One Source
Communications were looking for a partner who could
provide best-in-class support to their expansion plans into
managed security services. Steve Cobb from One Source
Communications reflects on how mid-market companies
are now able to benefit from full enterprise-grade security
solutions thanks to their partnership with FireEye.
DOWNLOAD >
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GLOBAL WEBINARS AND VIDEO SERIES

The Defensive
Techniques, Trends
& Research You
Need To Know
Arm yourself and your organization with
the tools to deal with attackers and stay
abreast of critical security topics. FireEye
videos and webinars are presented by
some of the foremost cyber security
experts in the industry.

Defensive Security Techniques:

FireEye Chat:

Get immediate access to best practices that
prepare you and your team for incidents and
learn how to mitigate their impact. Join FireEye
Mandiant incident response experts Nick Bennett
and Matt McWhirt as they discuss proven tips
for success and the common pitfalls of incident
response. Full of defensive security techniques
you can implement immediately, this is one
webinar you won’t want to miss.

Take a front seat at our quarterly talk show hosted
by FireEye Chief Marketing Officer Vasu Jakkal
as our guest experts; Colin Carmichael, Sr. Vice
President & Chief Information Officer and Jason
Martin, EVP, Research & Engineering discuss
the growing cyber security skills gap. They offer
their experience and thoughts on the challenge,
as both a technology company and security
provider, and propose solutions.

REGISTER NOW >

REGISTER NOW >

FireEye Virtual Summit: Cyber Security
Resilience, Research and Results
Join the FireEye experts who will be
presenting strategies, tactics, best practices
and analysis to help your organization prepare
for threats and attacks. With an Executive
Track focused on how to map out a battle
plan to manage cyber risk, and a Practitioner
Track focused on gearing up for the battle
against cyber crime, you get the information,
advice and insight you need to become a more
accomplished security professional.

M-Trends 2019: The Trends Behind
Today’s Cyber Attacks:

Explore the latest developments behind today’s
attacker techniques with experts Chris Nutt and
Nick Bennett who will be discussing some of the
most impactful cyber attacks of 2018. Highlighting
evolving attack trends along with the new APT
groups which emerged in 2018, they discuss the
hidden risks and best practices learned from the
frontlines of incident response to help alleviate
your potential business risk.
REGISTER NOW >

REGISTER NOW >

Be sure to see what other webinars are available from FireEye

We hope you enjoyed this
edition. Get the latest cyber
security news from the frontlines
by reading The Vision online.

ONE
SECURITY
PLATFORM
Consolidate security alerts
from all security tools
TAKE THE TOUR >

vision.fireeye.com
Get in touch to find out how
our security solutions can help
protect your organisation.

contact-us@fireeye.com
www.fireeye.com

